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CFATS - explained

• DHS rolled out in 2008-2010

• Meant to identify and provide standard for protecting 

our ‘chemical facilities’

• Includes standards and 

chemical definitions

• Covered Chemicals (COI) listed 

with Quantity / Concentration 

and by ‘hazard’ (300+)

• Companies review inventory 

and register

• Perdue completed in 2009

• DHS rolled out CSAT 2.0 (updated version)                 

in 2017



CFATS Process / Steps-2017 forward

1. Re-Registration CSAT 2.0

2. Assignment of tiered ratings by DHS 

3. Submit SVA’s, SSP’s or ASP’s                       

for High Risk sites

4. Complete Site Audits / Visits

5. Re-Certify / Monitor and Report

Requires DHS 

review and 

approval



CSAT 2.0 Online

1. Site info 

2. Chemical holdings

3. Maps (site and covered chemicals)



Site Security Plans (compliance)

• 19 performance standards set forth

1. Restrict Area Perimeter

2. Secure Site Assets

3. Screen and control access

4. Deter, Detect, Delay

5. Shipping/Receipt/Storage

6. Theft / Diversion

7. Sabotage

8. Deter Cyber Sabotage

9. Emergency Response

10. Monitoring / Maintenance

11. Conduct Training

12. Personal Surety

13. Elevated Threat response

14. Specific Threat response

15. Reporting (significant incidents)

16. Tracking/Reporting Incidents/Activity

17. Organization to support

18. Records maintenance

19. Other (additions from Asst Secretary)

…..All are covered by CVI or Chemical-Terrorism 
Vulnerability Information regulations



Barrier Performance – RBPS 4



Shipping, Receipt, and Storage



Training



Elevated Threats



Basic Needs / Process

• Program requires

 Ongoing chemical holdings monitoring

 Identification of a site FSO and AFSO

 CVI Certification of all those ‘with access to’, ‘with responsibility over’

either the Plan or the Covered Chemical(s)

 Annual 3rd party Audits of process, holdings, reports, etc.

 DHS inspection every 18 months, to review site against submitted SSP

 Extended Personnel Surety compliance – submitting all those with 

access, etc. to DHS

 Documentation of All 18 RBPS’s



Cost implications?

• Consultant Support

 Individual site visits for each covered location for 3rd party audit and 

presence for DHS Audits

 ‘Material modifications’ to chemical inventory

 Physical security enhancements

• Legal / Attorney review for approvals and general 

support

• Capital costs for; 

 ‘Material modifications’ to chemical inventory

 Physical security enhancements

• Non-Capital /  Headcount for; 

 Security officer / support for ongoing regulatory compliance, 

monitoring, plan documentation and more.



Questions?


